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Lhnier, tecnnclogy Traansfer Assessment Center

SUBJECY : TTAC: FY-1983 Resource Requirements

‘e purpose of this memorandum is to:

. Review the cbjectives of Zne Technology Transfer
Assessment Center (TTAC) based on its first 11 months of
cperation;

. .00icate th

e g
impacting TTAC:; and

jrewih and shiftt in consumer demands that are

9

. Pressnt recommendations for increased anaiytic resources
in FY-1983 necessary to support these objectives.

e &re requesting six new analytic pos* fons &nd one
secreterial position from ihe DDI, and the assigmment of two DO
overations support officers %o assist in coitection,
counterintetiligence and liaison activities. This is a realistic
reguest designed to meet only current demands ‘n FY-1983.

Based on aimost one year's OcﬂraCIO”a? cracwﬁ0“609 TTAC s
’erxm ce setisfactorily meet the _grewing demands acark piacea
vson 1T witn e current TO0 of only professional posi tfonsg[_1 2511
. s two posivicns for tre Lhief and bbpuby Lnaef The 2511
orgenizetisnal changes necessary to fu.sai? VVAC's FY-1983
mission are re]auave%y minor, and can be implementec at the
uitice Tevel, wowevw9 increased space will be needed to provide
Ty acgitional analysts.

astoniished es a muelveidsd fgsiﬁa“j anelysis center iccatad

The ”ech*o?ocy T?ans?ow Assessment Center (TTAC) was
Boh s
organizationatly in OSUR and charged %o werk with &ii DDI offices
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FY-1983 Resource Requirements
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that CIA*s technclogy transfer inteiligence production
inteiligence support to all US Government Departments
is nvoperly coordinated (See Attachment for TTAC

tne Center has oeen operational some 11 months.

hat pericd iis primary objectives have been to:
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. MAssess the pature and scone of the tecnnology transfer
108s problem to the USSR and Eastern Europe, and to &
Tesser extent the PRC.

. Articulate these ¥indings to the poricy levals of¥ the US
Goverament.

o Suv
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port US policy initiatives at the Faris High Leve!
eting (HLM) to reexamine the Allied comm’tment tec COCOM
&nd the follew-on activitias to impwove axport centrol
enforcement and the SIi& cn Strategic Technoiogy Transfer.

. Organize a new Technology Transfer Inteliligence Committiee
(TTVC) to support the export contrsi policymaking
community on botin export control cases and S&V, academic
and commercial exchengas as well as organize and focus IC
organizations %o 1mPT0V“ their effectiveness associated
with the probiein.

25X1

These objectives are being met satisfactoriiy. The US
errment--at the highest Teveis--is now much vetier aware of
cvcb.bm and its serious impliications for US nationat
erity. in fact, many Lepariments are now actively invoived in
roping countermeasures and iaw enforcement actions to stop
ioss ¥ US technology. TTAC, cieng with the DT, ave
1ﬂring to play a larger role in this new phase-~the
intermeasuve Phase~--0f the technology transfer probien.
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ouring this initial 1i month period, TVAL has never been
tbla to sc%x7° down org aﬁ»/at onaily. We ¥aced the iogistical
probicms o7 “inding awc aqu ipping new office szace, working out a
reiationsnip with OSWR, where our functions as a 0DI Center do
net neatly mesh into their research or admintstrative cperations,
end incorzorating a Free Wokld Civil Technolicgy Croup whose
avaiytic Tunctions have not centributed divectly %o cur primary
objectives.
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TTAC: FY-1983 Resource Reqguirements

At the same time, consumer needs were not only growing, theay
often were 11 deTinecd or out of all proportion tc the resources
we nad avaiiable to do the job. Demands from the Export Control
Community, the NSC, Congress and for high-level briefings had to
ve met. He have carried out an extensive briefing program with
our aiiied intelligence services to make them more aware of the
problem and tc seek their cooperation through the DO in stemming
the flow of illegail technology transfers. Requestis for
inteiiigence support has varied from requesters such as the FBI
to the National Academy of Sciences (through the BDCI) as weil as
conventional iC support for two SNIE‘s and owne 1IM. Papers for
the Congress, the DCI, and the "public” were prepared--citen
cimes carrying the rest of the Inteliligence Community on our
DECKS .,

P

-

I

Cther DDI offices, including several GSWR Divisions, SOVA
and cURA pirayed key roles in a number of these tasks.
Nonetheless, TTAC has stretched its resources--in both numbers
end experience--particulariy its Tew senior perscrnel to the
ahsotute maximum. As we JTook at the new and evolving task
fecing TTAC, particularly the countermeasure actions, it is ciear
that we will not be able to handie the werk with the present
resources or organizational structure.

TYAC*s current activities can be divided intc the foliowing
categories.,

- Zolicy Suppori: dncluding intelligence support to the SIG
oa Strategic Technoiogy Transfer; the NSC; Commevrce's
ACHP; State's EDAC; and Justice's Interageacy Werking
Croup (IAWEG) on Export Control Enfcrcement.

Exzort Controi Support: dinciuding support to Commerce and
State on indaividual export license reviews; the 1983 CCCOWM
List Raview; and domestic and internaticnal enf¥orcemant.

Agency Coerations Support: FI Colliection; iiaison
suppovrts; and counterinteliligence.

incelligence Community Activities: C/TTAC chairs and
crovides key analytic support to the DCIi Technology
Transfer Inteliigence Committee and its -- member staff:
iC supsport to COCOM and to interacency studies.

Firished Inteiticence Production: inciudes our current

inteliigence production, analytic research program, and
external contracts.
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SUBJECT: TTAC: FY-1983 Resource Reqguirements

| - TTAC_as an_OSHR Unit: includes participation in tha
| argauction, administrative, and personnel tasks of the

| Cffice.
The Center has received a number of high-level requests that
we have rot bDzen able {6 address or are presentiy unable to
Tulfil? because of the current workload and resource
timitetions. Among the more important ones ave: & DCI request
to nruduce a special annex/report on techrnology transfer Toss
prodiem for the NSC study on Counterintelligence (NSSD-2); an NSC
requast Lo produce quarterly analytical assessneznts of technoicoy
trenster losses; a DoD request to produce & monthly summary of
oreian teochpology trapsfer assessmentsel 25X

[a 25X1

COMMETCE (EGUEST 107 Jreater Supsort 1n assessing Toreign
svaitability ¢f productis and technoiogies in connection with the
Militery Critical Technoiogy List (MCTL); ard an NIO request for
tachnoiogy transfer losses from JS and Yestern arms szles to the
Tnird Yorid, :

fnterests and concerns are aiso being raised by the NSC, the
Congress, and others about PRC technology transfer activities.
Aitalysis and reporting of Chinese illegal and clandestine
acquistion efforts are weak at present because of the absense of
& Tull-time China analyst in TTAC.

CURRENT ANALVTIC RESOURCES

TTAC responsibiiities are much greater than can be

adecduately covered by the curvrent TC tnat provides Tor on?y[:::] 25X1

provessional positionsy analysts pius two positicns For ihe 25X1

Chief and Deputy Chief., TTAC analysts sliots were returnad 25X1

to 0G:L with the transfer oV the civil technologies group.) More

antd more wevrlk 95 heing deatt out to OSHWR Divisione. SOVA. and

CEA, | 25X1
| | 25X1
| |]and tecnnology transter reverencs nave boen ioentified 25X1

in eacn OSYXK Division.
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SUBCECTs TTAC: FVY-1983 Resource Reguirements

TTAC s snalytic resources are currently depioyed as shown in
tne foilowing tabies

Communist Countries Group (CCG)

25%1
Studies and Consumer Support Group (SCSG)
25%1
FY.83_TTAC REQUIREWEN:S
At the present time policymaker's demencs on TTAC are taking
iwo new aud separate thrusts:
Areiysis of the tecnnoicgy transfer probiem on a
worlawide, country-by-country basis &s op pcaeo to our
eariier overall definition of the probien; i.e., SI6 and
EBAC reguests for ssecific country support [::::i::] ggi%

o

- A shift to a countermeasure phase that calls for greater:

. export control support to Customs, Commerce, and
State.

. DO operations support in coiiection, liaison, and CI
activities,

Beth of these new po?wcy chrusts are exceedingly demanding
in the detaited analysis netessary to identify specific strategic
tecanology probiems and to d@veiop siravegaes in response to
those probltems for 2olicy consideration. The SIE on the transfer
of Sbrategic Technology is lTooking to TTAC and $ts Commurity
Commitiee, TTIC, to lead this effort. These new countermeasure
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SUBSHCYs TTAC: FY-1983 Rescurce Reguirements

%Y

efforts call for a reorganization of our TTAC Groups as weil as
en increesed level of effort throughout the inteiligence
Cemmunity working through the TTIC,

For TTAC, this wiil requirel ]new anaiytic positions: | | gg§1
The duties of these | new analytic positions and one 25X1
secretarial position are 35 vollows:

25X1

— [
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SUBJECT:- TTAC: FY-1983 Resource Requirements
25X1
. Secretary (1) One secretarial position is needed Tor the
Studies and Consumer Support Group (SCS3). This Group is
located on a separate floor from the rest of TTAC and is
being supported only by a part-t{ime secretary. The only
tyo futi-time secretariai positions in the Center are
currently being used ¢o supporti the Communist Ccuntries
Group (CCE) (1) and the Chief and Deputy Chief
respectively (1).
in adaition TTAC requires the assignment sf at ieast DO 25X1
cperation support officers to assist in counterintelliivence,
liaison. anrnd coliection activities. I 25X
25X1
The adaition cf [::]neu analysts in FY-83 and | DO 25%1
¢fvicers will reguire the addition of approximateiy | 25X1
feet of space. The additicnal space that wilt be &vailapie Trom
thie move of the Frze YWorld Group“s civil techaoicgy analysts to
0&1 has bzsen offset by the Tess of comparable svacz to 0GI that

ivrently hiouses TTAC's Special Task Force.

TTAC plans to restructure its present organization into the
7ollowing twds new Groups as shown in the To?!owfnc chart; the
proposza use of the new resources are identified.
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SUBJECT: TTAC: FY-1983 Resource Requirements

Distribution:
Orig - Addressee
1 - DDCI
1 - ED
1 - ER
1 - DDI Registry
i - OSWR Chrono
1 - TTAC Chrono
1 - C/TTAC
1 - C/Action)
1 - (C/PMS)
OSWR/TTAC (13 Sept 1982)
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